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AyauT n BocCTaHOBIIEHUE Naporieu

KomnaHusa «3nkomCodT» 6bina ocHoaHa B 1990 rogy B Mockse.
«3nkomCodT» 3aHumaeTcs pa3paboTkow NporpaMMHoro
obecneyeHns, cneunanusnpyeTcs Ha CO3JaHWM nporpamMMm  Ans
BOCCTaHOBMEHMs 3abbiTblX U yTpaveHHbIX Napofien K uenomy psigy

NPUNIOXEHUI.

3awmta KoHMUAEHUMaNbHbIX OOKYMEHTOB nocpencTtsoM naponda
SABNsieTCcsl Hambonee BaKHOM YacTblo MOBCEOHEBHOWM XM3HM Kak Ans
opraHusaummn, Tak U Ons KOHeYHbIX nonb3oBaTenien. Noteps napons
6e3 CcpencTs BOCCTaAHOBINEHUA NMpenATcTByeT pa6oqemy npoueccy w”

MOXeT noBneyb Cyl.l.l,eCTBeHHbIﬁ yu.l,ep6 Aana opraHnsauun.

YOOCTOEHHble MHOXecTBa Harpag nporpamMmbl ans
BOCCTAHOBMEHUA naposieit KoMmnaHum «InNkoMCodT» UCMOSb3YT
3 MEKTUBHBIE BbLIMUCIUTENbHLIE anrOpPUTMbl, MO3BONAS KIMEHTaM
nony4yaTtb OOCTYM K CBOMM LEHHbIM AaHHbIM. KomnaHnus OnkomCodT

aBnsaeTca  uneHom Poccuiickor  Kpuntonormnyeckon —Accoumaumu,

MMeeT cTaTyc cepTudmuMpoBaHHoro naptHepa Microsoft (Microsoft

Gold Certified Partner) u Intel (Intel® Software Partner Program).

GHKOMCO(*)T ropauTcs CBOMMW [OCTMXEHUsMU. Mbl MOCTOSIHHO
pa60TaeM Hag CcoO34aHMeM HOBbIX TEXHOSIOMMW KW cTapaemcs
obecneunBaTtb I'IpOd)eCCMOHaJ'IbHyIO noMouwb U TEeXHUYECKYH
noagaepXxky no nobbiM BOMnpocam, CBA3aHHbIM C NporpamMMHbIM

obecneyeHnem.

intel

Software MiC I‘OSO'& Pa I'tner'

Partner Application Development
Intelligent Systems

ElcomSotft, OnkomCodpt, norotun  AnkoMCoT  ABMAOTCS
3aperucTpvpoBaHHbiMM ToproebiMn Mapkamm OOO «3nkomCodT» B
Poccumn, CLUA wn pgpyrux ctpaHax. Microsoft n Windows sBnstoTcs
3aperucTpmMpoBaHHbIMM TOproBbiMM 3Hakamu Microsoft Corporation B
CWLA wn pgpyrux cTtpaHax. Intel w morotun Intel sBnstoTCS
3aperucTpupoBaHHbIMU  TOproBeiMK  3Hakamu Intel Corporation n ee

noppasgenexuii B CLUA n gpyrux ctpaHax.

KoHTaKkTbl:

Onbra KokwapoBa
[npekTop No MapKeTuHry
0.koksharova@elcomsoft.com

Opun YwakoB
[unpekTop no npogaxam
y.ushakov@elcomsoft.com

TenedoH:
+7 (495) 974-11-62

e-mail:
sales@elcomsoft.com

WHTepHeT:
https://www.elcomsoft.com
https://www.elcomsoft.ru
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PeweHusa ana kopnopaummn U KOMNbIOTEPHO-
cynebHoON aKcnepTU3bI

Elcomsoft Password Recovery Bundle

MakeT nporpamm koMnaHum InkoMCodT NO3BOMAAET KOPNopaTUBHbLIM
KNMeHTaM W TrocyaapCTBEHHbIM CTPYKTYpaM TMOJSIHOCTbIO CHATb 3aluuTy C
OOKYMEHTOB, (hannoB, AWCKOB M cucTeM. [porpaMmbl NpoLwwnn TwaTtensHoe
BHYTPEHHEE TECTUPOBAHUE, WHCTanMpoBaHbl M onpoboBaHbl y 60nbLIOro
KONM4YecTBa KPYMNHbIX KIMEHTOB KoMNaHuu. OHU SBRAKTCA cambiMU ObICTPLIMM
B WHAYCTPUK, OTIMYalOTCs YAOOHbIM MOMb30BaTENbCKMM UHTEepdencom u
npuBnekaTenbHON LEeHOMN.

Hay4Hble pa3paboTtku

Hay4Ho-TexHonoru4eckuii otaen 3nkomcodT obecneunmBaeT COBPEMEHHbIN YPOBEHb

TexHonorun B o6nactu BoCCTaHOBMNEHNS AocTyna. MiccnegoBaTenbckas 4esiTENbHOCTb KOMMaHWM No3Bonuna
3Ha4MTENBbHO YCKOPUTL Nepebop napornen Ko MHOTMM NPOAYyKTaM, BKIoYas yyeTHble 3anucy Windows, npunoxeHus
Microsoft Office, dpannel Adobe PDF, apxuBbl ZIP n RAR, psagy apyrux coopmatoB. B 6onbluvMHCTBE cnyyaeB naponb
MO>XHO BOCCTaHOBWTb MTHOBEHHO NMG0 3a HEGOMbLLION NPOMEXYTOK BPEMEHW.

HebbiBanas ckopocTb

MHorve npoaykTel AnkoMCodT N0 BOCCTAHOBMEHWIO AAHHbLIX UCMOMb3YHT PEBOSTOLMOHHBIE TEXHOMOMMM YCKOPEHHOTO
nepebopa naponen ¢ nomowpbto BugeokapT NVIDIA n ATI. MNMopaepxusas Bce yckoputenu NVIDIA GeForce cepuit 8,9 n
200, nporpammbl 3arpyxarwT CrOXHble BblYACMUTENbHbIE MPOLECCHI Ha ObICTpble M MHOrosiAepHble rpaduydeckme
npoueccopsbl NVIDIA n ATI.

50-KpaTHOe yCKopeHune

TexHonornsa yckopeHusi ¢ NoMoLLblo rpadyecknux NpoLeccopoB, BNepBble MpeanoxeHHas komnaHven AnkomCodT,
yCKOpSieT MpoLecc BOCCTaHOBMNeHus naponei 6onee yem B 50 pa3 no CpaBHEHWIO C MPUWBbLIYHBIMKM METOLAMMW,
MCMNOMb3YOLLMMU TONBKO MOLLHOCTY LieHTparnbHOro npoteccopa.

MrHoBeHHOe BOCCTaHOBNeHne AocTyna

Elcomsoft Password Recovery Bundle nosBonsetr BOCCTaHMBUTbL AOCTYN K 3awmMpPOBaHHbIM [OKYMEHTaM 3a
KOPOTKUA MPOMEXYTOK BPEMEHU W MOOLEPXKMBAET MHOrOYMCreHHble dopMaTbl (hannoB, OOKYMEHTOB M YYETHbIX
3anucen. bonee 100 copmaToB palnoB, CUCTEMHbLIX PECYPCOB W MNPUMOXEHUA MOryT ObiTb BOCCTaHOBIEHHbI
MIHOBEHHO.

OnTumanbHoe COOTHOLUEeHUe LUeHbl U Ka4yecTBa

Komnanna 3nkomCodT npenocTaBnseT KOpnopaTUBHBIM M FOCYAapCTBEHHbIM 3aka3ynkam BO3MOXHOCTb 3KOHOMMWU
nyteM oOpMIIEHUST 3aKa3a Ha BECb KOMMMEKT NMPOAYKTOB BMECTO MOKYMKM KaXZoro M3 HUX no otaenbHocTu. Ewe
GonblUen 3KOHOMUM MOXHO [OCTUrHYTb MYTEM 3aka3a nakeTa nuueHsauin. [py oTkaze OT  UCMONb30BaHUS

KOHKYPUPYOLWKMX NPOAYKTOB BO3SMOXHO NoJiy4eHne CKUOKU (,D,J'Iﬂ nony4yeHuna CKMOKu CBAXUTEChb C OTAENIOM npo,qa»().

Gonee nodpobHas uHpopmayus o6 Elcomsoft Password Recovery Bundle:

http://www.elcomsoft.ru/eprb.html

4


http://www.elcomsoft.ru/contacts.html
http://www.elcomsoft.ru/eprb.html

@ ELCOMSOFT

PROACTIVE SOFTWARE

Mpoaykt Elcomsoft Password Recovery Bundle npeacrasneH B Tpex pegakumsx:

Standard | Forensic | Business

Mporpamma
Edition Edition Edition
Advanced Archive Password Recovery Pro 1 1 10
Advanced EFS Data Recovery Pro 1 1 10
Elcomsoft Internet Password Breaker 1 1 10
Advanced Instant Messengers Password Recovery 1 1 10
Advanced Intuit Password Recovery 1 1 10
Advanced Lotus Password Recovery 1 1 10
Advanced Mailbox Password Recovery 1 1 10
Advanced Office Password Breaker 1 (Pro) 1 (Ent) 1 (Ent)
Advanced Office Password Recovery Pro 1 1 10
Advanced PDF Password Recovery 1 (Pro) 1 (Ent) 1 (Ent)
Advanced Sage Password Recovery 1 1 10
Advanced SQL Password Recovery 1 1 10
Advanced WordPerfect Office Password Recovery 1 1 10
Proactive System Password Recovery 1 1 10
no 100 no 500

Proactive Password Auditor . .
y4. 3anucewt | yd. sanucem

Elcomsoft Distributed Password Recovery A0S Ao 20 Ao 100
KMUEHTOB = KIMEHTOB KIMMEHTOB
Elcomsoft System Recovery 1 (Std) 1 (Pro) 1 (Pro)
Elcomsoft Wireless Security Auditor Pro 1 1
Elcomsoft Phone Breaker Forensic 1 1
Elcomsoft Phone Viewer 1 10
Elcomsoft Blackberry Backup Explorer Pro 1 10
Elcomsoft eXplorer for WhatsApp 1 10
Elcomsoft Forensic Disk Decryptor 1 1
Elcomsoft Password Digger 1 10
BecnnatHas goctaBka akcnpecc-noyton (EMS) v v v

Gonee nodpobHas uHpopmauyus o6 Elcomsoft Password Recovery Bundle:

http://www.elcomsoft.ru/eprb.html
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Elcomsoft Mobile Forensic Bundle

Maketr Elcomsoft Mobile Forensic Bundle Bkniodaetr B cebsi Bce
HeobOxoAuMble MporpaMmbl OS1 U3BMEYEHMST M MPOCMOTPa [AaHHbIX U3
ycTponcts noa ynpasneHvem Apple iOS, Windows Phone 8.x u BlackBerry
10. B coctaB naketa BKNOYeHbl Havboree (yHKUMOHanNbHbIE peaaKkLmun
KaXkQoro MHCTpyMeHTa. [1nsi MHOrMX NpoAyKTOB OOCTYMHbI BEPCUMN Kak Ans
KomnbloTepoB noa ynpasneHuwem Windows, Tak M Ons yCTPOWCTB nop
ynpaeneHnem Mac OS.

¢

rontive soTtwera

B EL COMSOFT ,I

Elcomsoft Mobile Forensic Bundle — nepBbii U1 €QUHCTBEHHbIN Ha PbIHKE
nakeT, BKMOYAKOWMA WHCTPYMEHTbI C MNOAOEPXKKOM BCEX BO3MOXHbIX
CcrnocoboB WM3BMEeYEHUs [OaHHbIX U3 YCTPOWUCTB nof ynpaeneHuvem Apple iOS (dpusnyeckoe,
nornyeckoe u «obrnayHoe» u3BneyeHue).

Copepxumoe Habopa

Ha6op Elcomsoft Mobile Forensic Bundle cogepxuT Bce BbinyLleHHble KOMNaHUen «NKOMCOMT»
WHCTPYMEHTbI NS MOOUIbHOWM KpUMMHanNUCTukn. B coctaB Habopa BxogAaT NATb NPOAYKTOB B
penakumax ansa Mac un PC:

o Elcomsoft iOS Forensic Toolkit (Mac n PC) — npoaykT ans uanyeckoro nssneyeHus AaHHbIX u3
noagepXuBaemMbix YCTPOMCTB npounsBoacTBa komnaHum Apple (iPhone 4, 4S, 5, 5C, 6, 6S Plus, 7,
iPad 1-4, iPad mini, iPod Touch 5 n 6onee paHHue ycTponcTBa).

e Elcomsoft Phone Breaker (pepakums Forensic, sepcus ana PC nog ynpasneHvem Windows) —
ONS U3BnevYeHus AaHHbIX U3 yCTponcTB nog ynpasneHuem iOS, Windows Phone 8/8.1 u BlackBerry
10 13 nokanbHbIX UK «0BnaYvHbIX» pe3epBHbIX konui. MNopaepknBaeTcsi BOCCTaHOBIEHWE Naporen
OT 3aWndPOBAHHBLIX PE3EPBHbLIX KOMUA.

e Elcomsoft Phone Breaker Forensic for Mac (Bepcus ana Mac OS X) — ansa nseneveHus gaHHbIX
13 foKasnbHbIX U «0bNaYHbIX» pe3epBHbLIX KOMUI; BOCCTAHOBMNEHME Naponen B Bepcun ana Mac He
NOLAEPXKUBAETCS.

e Elcomsoft Phone Viewer — KOMNakTHbIA U ObICTPbIA B OCBOEHUM U UCMONb30BAHUN UHCTPYMEHT
Anst npocMoTpa nHdopmMaLmMm, Nofy4eHHON C MOMOLLBIO OPYTMX MHCTPYMEHTOB U3 Habopa.

e Elcomsoft Cloud Explorer - MOLWHbIA U ObICTPbIA MHCTPYMEHT AN U3BMEYEHNUst BCEN OOCTYMNHON
nHopmaumm n3 Google Account. JeTanusaumss MeCTOMNOMNOXEHUS MoNb3oBaTens Ha 3afaHHbIA
NPOMEXyTOK BpemeHu, nepenucka B Gmail, KOHTaKTbl, WCTOPWS MOWCKOBBLIX 3aMpoCOB W
NPOCMOTpPEHHbLIX Be6-canToB, hoTorpacdum, naponu Chrome 1 mHoroe gpyroe.

e Elcomsoft Explorer for WhatsApp - UHCTpYMEHT Ans usBneveHusi, paclumngposBku U NpocMoTpa
nctopum kommyHukaumn WhatsApp.

e Elcomsoft Blackberry Backup Explorer Pro — WHCTpyMEHT Ons npocMoTpa COAEPXKUMOro
pes3epBHbIX KON ctapbix cmapTdoHoB BlackBerry (go Bepcumn BlackBerry 10).

B coctaB Habopa BxogAaT Havbonee NpoaBMHYThIE pedakumMm Kaxaoro MHCTpymeHTta. K npumepy,
npoaykt Elcomsoft Phone Breaker noctaBnsdetca B pepakumm Forensic, npegocTtaBnstoLLen
BO3MOXXHOCTb M3BMNEYEeHNss pe3epBHbIX KOMUA YCTPOMCTB nog ynpasneHuem iOS n3 «obnavyHoro»
xpaHunuuwa iCloud 6e3 ncnonb3oBaHnsa NorMHa 1 Napons.

Gonee nodpobHas uHgpopmauusi 06 Elcomsoft Mobile Forensics Bundle:
http://www.elcomsoft.ru/emfb.html
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Elcomsoft iOS Forensic Toolkit

Elcomsoft iOS Forensic Toolkit —  cneuvanuamMpoBaHHbLIN  MPOAYKT  ANS
KPUMWHANMUCTMYECKOrO MUCCneaoBaHusa ycTponucTB Ha ocHoBe Apple iOS. iOS Forensic
Toolkit nosBonseT 3kcnepTamMm nNpPaBOOXPAHUTESNbHBLIX OpraHoB npou3BoauTb cbop
nHdopMaumm U1 NpoBoAuTb CygebHble U  KOMMNbIOTEPHO-TEXHUYECKUE IKCMEepPTU3bl

yctponctB iPhone, iPad n iPod npoussogctea komnawum Apple, paboTarowmx nog
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ynpaenexuem iOS Bepcun 3-11.
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C nomowbto iOS Forensic Toolkit BO3MOXHO NonyunTb MOMHBIA AOCTYN K MHGOpMaLuu,

XpaHsLWencs B nogaepXxvBaemblx ycTporcteax. Npoaykt obecneumBaeT LENOCTHOCTb U

i e

ELCOMSOFT
ﬁ proBotve SoTtware

HEM3MEHHOCTb Mccnegyembix AaHHblX. C nomouwsto iOS Forensic Toolkit cneynanucTsl

MOryT MOMyYuTb AOCTYN K paclumgpoBaHHOMY oGpasy (hainoBoi CUCTEMbI YCTPOWCTBA,

pacwmndpoBaTb KoAbl, MApoONM M MNPOYYK 3alMLIEHHYI WHDopMauuio. [JoCTyn K OCHOBHOMY MacCUBY [AaHHbIX
OCYLLECTBNSIETCH MIHOBEHHO, B pearibHOM BPEMEHMU.

Bo3moxHoCTU nporpaMmmbl

e JlocTyn K MOSTHOMY MaccuBy UHdOpMauun

¢ (ObecneunBaeTcs ayTEHTUYHOCTb M LEMNOCTHOCTb MCCreayemMon uHdopmaumnm

e [loppepxuBaemMble METOAbI N3BMEYEHNS AaHHbIX: hranyeckoe nasneveHve ans 32- n 64-paspsifHbiX yCTPOMCTB
e YactuyHoe n3sneyeHve 4aHHbIX N3 3a6MOKMPOBaHHbIX YCTPOWCTB

e BoccraHoBneHne faHHbIX CUCTEMHOMO xpaHunuia (keychain), naponen un 3awmpPoBaHHbIX AaHHbIX

e  BbicTpbIt cbop MHbopmauun (Mogenu ¢ 32 I'6 namsiTn obpabaTbiBatotcs 3a 20-40 MuH)

e [apaHTa LEenoCTHOCTU U HEU3MEHHOCTU UccnedyembiX AaHHbIX (Ans nokoneHun yctpomncTs Ao iPhone 4 n
6onee cTapbix)

e T[lopaepxka yctponcts Ha ocHoBe iOS ¢ 3.x no 9.3.3 meToaoM hU3MYECKOro N3BNEYEHNsI

e T[lopgepxka yctponcts noa ynpaenexHmem iOS ¢ 9.3.4 no 11.x METOAOM MNOrMYECcKoro N3BnevyeHnst

e BoccraHoBneHne 4-3HadyHbIX naponein Ha BknodeHne B iOS 4/8 3a 20-40 MuHyT

e  MrHOBEHHOE BOCCTaHOBMEHME Napons Ha BKMYeHne ycTponcTB ¢ iOS oo Bepcuin 3.xX BKMOUYUTENBHO
e CHsiTe dhmsnyeckmx u normyeckmx obpasos ycTponcTea

e  ABTOMaTMYeCKOe Be[EeHWE XypHana BCeX CreACTBEHHbIX AENCTBUN

e [loctynHbl Bepcun anga Mac n Windows

HocTtynHo 6onble nHpopmMaumm, 4eM XpaHUTCA B pe3epBHbIX konuax iPhone

iOS Forensic Toolkit oTkpbiBaeT AocTyn KO BCEN WHOPMauMKM, XpaHsuenca B yctpowncteax iPhone/iPad/iPod. C
NMOMOLLbI0 CHATUA dm3nyeckoro obpasa ycTponcTBa obecrnevmBaeTcsi AOCTyn K ropasgo 6onee MPOKOMY CMEKTpy
[AaHHbIX N0 CPaBHEHMWIO C METOAOM pacLUMpOBKU pe3epBHbIX KONui. PaclundpoBbIBaloTCA Takue AaHHble, Kak naponm K
cantam, SMS, anekTpoHHas no4Ta, NOrvHbl 1 Naponun K NporpaMmmam.

Cpean KpUMWUHanNmMCTUYECKN BaXKHbIX AAHHbIX COAEPXKMTCA Takas MHopMauus, Kak reorpadmyeckoe MoroxeHne
YCTPOMCTBa B KaXAbli MOMEHT BpeMeHW, KapTbl M MapLupyTbl, paccyuMTaHHble ¢ nomolbio Google Maps, uctopusi
noceLleHnii MHTEPHET PecypcoB, a Takke NpaKkTU4yecky BCA MHAOpMauusi, HabpaHHas Ha YCTPOWCTBE C MOMOLLbIO
BMPTYarnbHOW KnasuaTtypsl.

Gonee nodpobHas uHghopmauusi 06 Elcomsoft iOS Forensic Toolkit:
http://www.elcomsoft.ru/eift.html
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Elcomsoft Phone Breaker

Elcomsoft Phone Breaker — yHnBepcanbHbIi UHCTPYMEHT AN U3BreYeHus
OaHHbIX M3 pPe3epBHbIX KOMUA M «OOMaYHbIX» XpaHUNULW, MOOUMbHbIX
ycTporctB rnopg ynpasneHuem iOS, Windows Phone u BlackBerry 10.
WHCTpyMeHT no3BomnsieT aKcneptam  MNpaBOOXPAHUTENbHBLIX  OpraHoB
nonyyYnTb [OCTYN K 3alMLIEHHbIM naponeMm pesepBHbIM Konuam nnbo
ckayaTb [aHHble U3 «0BnayvHbIX» XpaHunuiy. YTunuta nogaepxumeaeT BCe
cmapTdoHbl BlackBerry Bnnote go BlackBerry 10 n Bce nopTaTuBHble
ycTpoucTea Ha nnatdopme Apple iOS, skntovas iPhone, iPad v iPod Touch
BCEX MOKOIeHW 1 Bepcuii BNnoTb 40 8 1 X.

e [locTyn K nHdbopmaumm, XpaHMMOK B 3aLUMLLIEHHBIX NaponemM pe3epBHbIX konusix iPhone, iPad n iPod Touch

e Pacwudposka pesepsHbIX kKonuit iOS ¢ NOMOLLbIO M3BECTHOIO Napons

o  UM3Bne4yeHue n3 iCloud Photo Library dpotorpacun, yoganéHHbix B Te4yeHne nocneaHmx 30 gHen

e  [3BneyeHne CMHXPOHM3NPOBAHHBIX XXYPHAIOB 3BOHKOB, KOHTAKTOB, KaneHaapew, 3aMeToK U UCTOpUN AeNCTBUIA
nonb3oBatensi B 6paysepe Safari u3 iCloud HezaBMCUMO OT pe3epBHbIX KONuiA

e  V3BneyeHue gaHHbIX ycTponcTs nog ynpasneHnem Windows Phone 13 obnayHoro xpanunuwa Microsoft

e BoccraHoeneHne naponen k npunoxexnsam BlackBerry Password Keeper and Wallet

e BoccraHosneHue napons Ha yctponcTso BlackBerry

e UYrteHve wn pacwudpoBKa [AaHHbIX B cucTeMHOM xpaHunuuie (keychain) (naponu K y4yeTHbIM 3anucsam
3MNEeKTPOHHOW noYThl, Naponu ana goctyna k cetam Wi-Fi u naponu ans poctyna k Be6 cavtam v CTOPOHHUM
NPUNOXEHUSIM)

e MowmeHTanbHas paclmdposka gaHHbIx n3 BlackBerry Password Keeper ans BlackBerry 10

e [lepebop naponen kK koHTenHepam 1Password, un3BneyéHHbiM u3 Dropbox, nokamnbHbIX U «OGMaYHbIX»
pesepBHbIX konui i0S

e [3BnevyeHve pe3epBHbIX KOMWI YCTPONCTB nofa ynpasneHnem iOS n3 «obnayvHoro» xpaHunuwa Apple iCloud ¢
ucnonb3oBaHneMm Apple ID »n naponsa nonb3oBatens unu 6e3 HuUX (C MCNOMb30BaHWMEM MapKepoB
ayTeHTUdUKaLmnm) He3aBNCMMO OT Hanm4us jailbreak n ona Bcex 6e3 NCKMOYEeHNa YCTPONCTB NOA, yNpaBneHnem
iOS, Bkntoyas ycTponcTea nog ynpasnexvem iOS 11

e  BCTpOEHHbIN MHCTPYMEHTapuii Ana N3BnevYeHns mapkepoB ayTeHTudmkaumm iCloud

e  VI3BneveHne JOMNOMHUTENbHbIX AaHHbLIX U anoB u3 «obnayHoro» xpaHunmuwa iCloud m iCloud Drive, Bkntovas
TUNbI AaHHBIX, HEAOCTYMHbIE C MOMOLLBIO LTATHBIX CPEACTB ONEPaLMOHHON CUCTEMBI

e BoccraHoBneHne naponen K pe3epBHbIM KONMUSIM AN OpUriMHanbHbIX U ‘MoanduumpoBaHHblx’ iPhone (Bce
mopenu), iPad (Bce nokonenust) n iPod Touch (Bce nokoneHus)
e YckopeHue ¢ ncrnons3osaHmem rpadudeckmx kapt NVIDIA 1 AMD

BbI6OPOYHBLIN AOCTYN K A@aHHbLIM

C nomouwpbio Elcomsoft Phone Breaker MOXHO ObICTPO nony4nTb Heobxooumyr MHopMaLuMio U NponycTuTb MeHee
3Ha4yMMble [AaHHble, KOTopble TPebylT HaubonbLlero BpeMeHu Ans 3arpysku (Hanpumep, My3sblka WU BUAOEO).
Coo0LLeHNs, BMOXEHUs,, HACTPOWKN TenedoHa, XypHanbl BbI30OBOB, aJpeCHbIe KHUMM, 3aMeTKU, KaneHaapb, HacTPONKK
MOYTOBOrO akkayHTa, doTorpacdun, BUAEO U Apyrue AaHHble MoryT ObiTb 3apaHee BblOpaHbl U CkavaHbl B CHUTAHHbIE
MUHYTbI, YTO oBecneynBaeT AOCTYN K BaXXHOW UH(OPMaLMK B PEXMME pearibHOro BpeMEHM!.

U3BneveHne gaHHbIX N3 «obnavHbix» cepBucoB iCloud n Windows Live!

C nomowbio Elcomsoft Phone Breaker MOXHO M3BneYb HEMOCPEACTBEHHO M3 «obnaka», faxe He umes camoro
yCTpoWcTBa Ha pykax. Bcé, uto TpebyeTcs ana gocryna kK oHnarH-apxveam iCloud nnu Windows Live! — aTo noruH un
naponb nonb3oBaTtens. BoaMoxHOCTb gocTyna Kk AaHHbIM 13 iCloud 6e3 ncnonb3oBaHUa NorMHa 1 Napons — yHukanbHas
BO3MOXHoCTb Elcomsoft Phone Breaker Forensic. Ecnu naponb oT y4éTHOW 3anucu nonb3oBaTens HeM3BecTeH, And
joctyna K «obnayHblM» [aHHbIM MOXHO WCMONb30BaTb OCOObIA Mapkep ayTeHTUdMKauum, Wn3BneKkaembli 13
KOMMNbloTepa nonb3oBatens. Vcnonb3oBaHne OBOUYHOIO Mapkepa He TpebyeT Hu NorvHa ¢ naposieM, HU BTOPUYHOW
ayTeHTUdUKauun.

bonee nodpobHo 06 Elcomsoft Phone Breaker:
http://www.elcomsoft.ru/eppb.html
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Elcomsoft Phone Viewer

Elcomsoft Phone Viewer npegnaraet yaobHbii uHTepdenc nns
npocmoTpa NMHopMaLmKn, U3BNEYEHHOW N3 JNTOKaNbHbIX U «OBMAYHbIX»
pe3epBHbIX KONWIA YCTPOMUCTB noAa ynpasneHnem Apple iOS, BlackBerry
10 u Windows Phone 8, 8.1 n Windows Mobile 10. C ero nomoLibto
MOXHO  MPOCMOTPETb  MOMb30BATENMbCKME  KOHTAKTbl, MpoYUTaThb
CcoOobLLEeHNsi, MNPOCMOTPETb CMUCOK 3BOHKOB, [aHHble 3aMeToK W
kaneHgaps. MNpn pabote ¢ pe3epBHbIMU KOMUAMW OAHHbBIX YCTPOWCTB
nog ynpasneHunem Apple iOS ¢ nomowbto Elcomsoft Phone Viewer

MO>XHO NMPOCMOTPETb yaanéHHble coobeHns — SMS n iMessage.

Bo3moxHoCTU npoayKTa

Mopnepxka pesepsHbIX konui B popmaTte iOS 11 n Bcex npeablaywmnx BEpCuin (Kak fokanbHbIX, Tak U
«0BnayvHbIX»)

Mopaepkka YacTUYHbBIX KOMMI, n3BneyéHHbIX 13 iCloud/iCloud Drive B pexume BbIGOPOYHOrO CkauMBaHus
(ans Bcex Bepcuit iOS)

BcTpoeHHas nogaepxka nokanbHbIX pe3epBHbIX Konui i0S, 3awniéHHbIX M3BECTHLIM Napornem
(Hen3BecCTHble nNaponu TpebyeTcsa NpeaBapuUTENbHO BOCCTAaHOBMTL € nomoLlbio Elcomsoft Phone Breaker)
AHanus gencteui nonb3osaTtens B VIHTepHeT

Fanepes ¢oTo 1 Buaeo ¢ nogaepkon punbTpaumm no kKaTeropusm, gate U BpeMeHU

M3BneyeHne n aHanus teros EXIF, aBTomatuyeckoe onpegeneHme MeCTOMONOXEHNS YCTPONCTBA B MOMEHT
CbEMKM

MpocmoTp iCloud Photo Library ¢ aBTomaTnyeckon domnbTpaumen n pasbuskon no ansbomam

MpocmoTp cnHXpoHU3MpoBaHHbIX ¢ iCloud AaHHbIX ()KypHanoB 3BOHKOB, 3aMETOK, BKIAA0K 1 MCTOpUK
noceleHus cTpaHul B 6paysepe Safari)

BeicTpbIf BeI3oB KapT Google Maps ans otobpaxeHns KOOpAMHAaT nonb3oBaTens

MonHoe un BbIGOPOYHOE 3KCNOPTMPOBaHKe OTO U BUAEO

ABTOMaTUYeCcKas copTMpoBKa nsobpaxeHuin n Bugeo no kateropuam (Kamepa, Bnoxerus, MNpoyee)
CucTteMHas rpadmka (MIKOHKM, NOroTunbl 1 T.M.) aBTOMAaTUYeCckn copTupyeTcs B nanky «[poyee»

BbICTpbI Nonck 1 unbTpaumsa no psay napameTpoB, BKIOYas AaTty v Bpems

C nomowbto Elcomsoft Phone Viewer MOXXHO NPOCMOTPETL CrieayoLyo MHpopMaLmIo:

CucrtemHble faHHbIe

Mogenb 1 HasBaHWe yCcTponcTBa

CepuiiHbI HOMEpP YyCTpONCTBa

[ata n Bpemsa cos3gaHunsi pe3epBHON KONuu

Opyryto cuctemHyto uHdopmauuio (ans iOS yctponcts: IMEI, ID ycTponcTea, HoOmep

TenedoHa, Bepcus i0OS)

Monb3oBaTenbcKkne AaHHble

KoHTakTbl (BkMtovas koHTakTel Facebook, Gmail n 1.4.)

CoobLeHuns (ansa pe3epBHbIX konui ycTpoicte iOS MOXHO NpocMaTpmBaTh U yaanéHHble coobLeHns
SMS u iMessage)

>KypHan 3BoHkoB (Bkntoyas FaceTime) (kpome Windows Phone)

3ameTkn (ans Windows Phone B popmate Microsoft OneNote)

KaneHgapb (ans Bcex yyeTHbIX 3anucei, Bkntoyas nokaneHele, Microsoft Exchange un iCloud) (kpome
Windows Phone)

doTo 1 BMAEO

iCloud Photo Library

McTopusa MOMCKOBBLIX 3anpoCOB M MOCELLEHUI, 3aKNaaku U OTKpbITble Gpay3epHble BkNagku (Kpome
Windows Phone)

Gonee nodpobHas uHghopmauus o6 Elcomsoft Phone Viewer:

http://www.elcomsoft.ru/epv.html
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Elcomsoft Explorer for WhatsApp

Elcomsoft Explorer for WhatsApp (EXWA) — yaobGHbIAi WMHCTPYMEHT Ans
N3BIIeYEHNs, NPOCMOTPA U aHanmM3a nepenncky norb3oBaTeNnen B NPUIOXKEHUN
WhatsApp ans iOS n Android. [JaHHble NpUIOXeHUs MOryT M3BneKatbcs U3
nokanbeHbIX (iTunes) M «obnayHbix» (iCloud) pesepBHbIX KOMWUIA MOBUITBbHBLIX
ycTponcTB nopf ynpasneHuem Apple i0S. Kpome Toro, nogaepxuBaeTtcs
N3BneYeHne aBTOHOMHbIX pe3epBHbIX konui WhatsApp, co3gaBaemMbix B
«0bnayHbix» xpaHunuwax iCloud Drive nnu Google Drive. [daHHble Takke
N3BrneKarTCca HenocpeacTBEHHO M3 TenedoHa nog ynpaeneHuem Android.
3awmndpoBaHHble AdaHHble MOryT OblTb paclingpoBaHbl NPU  yKa3aHWM
KOPPEKTHOro napons.

B pexume npocmoTpa [OCTYMHbl PYHKUUKM ObICTPOro noucka 3anvcen wu
dunbTpauMm AaHHbIX, MO3BOMsWNE OTOOpa3nTb TOMbKO UWHTEpECcyllmMe 3anucu — Hanpumep,
nonagatoLwue B 3aflaHHbI BpDEMEHHOW NPOMEXYTOK.

B Elcomsoft Explorer for WhatsApp noagepxuBaloTca criegylolime MeToAbl U3BNEYeHUs OaHHbIX MNPUMoXeHUs
WhatsApp gns iOS:

e W3BneuyeHue n3 yctpomncts nog ynpasneHunem Android
[aHHble n3BnekarTcs HeNoCpeaCcTBEHHO M3 TenedoHa nog ynpasneHnem Android.
MoppepxuBatoTcsa YyCTPOMCTBA Kak ¢ Hannymnem pyt-goctyna (Android 4.0-7.1.1), Tak n 6e3 Hero
(Android 4.0-6.0.1). ins n3BneyeHns AaHHbIX 3KpaH yCTPONCTBa NoTpebyeTcs pasbnokMpoBaTb.

e W3Bne4veHue U3 NoKanbHbIX pe3epBHbIX KoNuM iTunes
YcTporictBa nof ynpasneHnem iOS MoryT co3faBaTb pe3epBHbI€ KOMUM BCEX AaHHbIX MOCPEACTBOM
npunoxexus Apple iTunes. C nomolbio EXWA 13 pesepBHon konum B bopmarte iTunes
N3BreKalnTCs BCe JaHHbIe, MMEoLLMe OTHOLWEHUE K NpunoxeHnto WhatsApp, BKoYas KOHTaKTh,
NCTOPUIO MEPENUCKK, OTMPABIIEHHBIE M NOJTyYeHHbIE dhoTorpadun.

e W3Bne4veHue N3 CUCTEMHbIX pe3epPBHbIX KONUA B «o6navyHom» xpaHunuie Apple iCloud
Ecnu Ha ycTponcTBe BKIMHOYEH PEXMM aBTOMaTUYeCKOro co3gaHus pesepBHbix konun B iCloud, ¢
nomoLbio EXWA MOXHO ckayaTb U3 «obnaka» gaHHble, MMEIOLLME OTHOLLEHME K MPUNOXEHMWIO
WhatsApp. N3BnekaTca KOHTakTbl, ICTOpUS nepenucku, dotorpadumun. na ckaunsaHmsa ns
«obnaka» Heobxoammo ykasaTtb Apple ID 1 naponb nonb3oBarerns NnMbo BoCcnosb30BaTbCs
MapKepoM ayTeHTUdMKaLnn.

e UsBneuvyeHne aBTOHOMHbIX pe3epBHbIX konun WhatsApp m3 iCloud Drive u Google Drive
B npunoxennn WhatsApp ang iOS unm Android MOXHO BKOYUTb PEXMM CO34aHUS aBTOHOMHbIX
pe3epBHbIX KONWUIA AaHHbIX, paboTaloLwmin gaxe B TOM clny4vae, Korga pe3epBHOE KONMpoBaHue
cuctembl cpeactBamm iOS He akTMBMPOBAHO. [JaHHble XpaHAaTcs B «obnayvHbix» cepsucax iCloud
Drive n Google Drive. C nomouibto EWXA MOXHO ckayaTb Takme aBTOHOMHbIE pe3epBHbIE KOMUMK.
[ns ckaumBaHusa 13 «obnaka» Heobxoanmo ykasatb Apple ID n naponb nonb3oBartens nnéo
BOCMOMb30BaTbCA Mapkepom ayTeHTudmKauuu.

B pexume npocmoTpa gaHHbIx Elcomsoft Explorer for WhatsApp Bce gaHHble, NOnyYeHHbIe U3 HECKOSbKMX
NCTOYHMKOB. logaepXuBaloTCs peXuMMbl NOUcKa UM punbTpauum AaHHbIX, YTO MO3BOMSeT ObICTPO HanTu
HY)XHble 3anMCu WNN BbIBECTW Ha 3KpaH TONMbKO Te COOobLeHWs, KOTOpble COOTBETCTBYIOT 3adaHHOMY
KpuTepwio. [locTyneH pexum dunbTpaunm no 3agaHHOMY BPEMEHHOMY NPOMEXYTKY.

Bonee nodpobroHas uHgpopmayusi 06 Elcomsoft Explorer for WhatsApp:
http://www.elcomsoft.ru/exwa.html
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Elcomsoft Cloud eXplorer

Elcomsoft Cloud Explorer — MHCTpyMeHT Ana u3BnedyeHus n ynobHoro
npocmoTpa AaHHbIX M3 Google Account. M3BnekaroTca 3anucu 1 3aMmeTku
Google Keep, CMHXPOHM3MPOBaHHbIE KOHTAKTbI NONb30BATENSA U KPYr €ro
o0LeHns, 3aknagkv, naponm u WUCTopuUst MPOCMOTpa CTpaHuy, u3
Opaysepa Chrome, nctopmsi NMOMCKOBBLIX 3aNpPOCOB U NEPEXOAOoB, AaHHbIEe
O MECTOMONOXEHNN MOSb30BaTENs], KaneH4apu WM MHOroe Apyroe.
CkaumBatotcsa n otorpadun, cCoxpaHéHHble NoNb3oBaTenemMm B CEPBUC

Google Photos.

I'Ipop,yKT ncnonb3dyetTcda KpUMUHannctamMmum m akcneptTamm KOMI'Ibl'OTepHOIZ

©e3onacHoCTU npu nNpoBeAeHMM paccrnefoBaHuin B cdepe kubep-

npectynnenunn. C nomoulbto Elcomsoft Cloud eXplorer MOXHO He TONbKO
ckayaTb MacCuB [aHHbIX, COOpaHHbIi O nonb3oBaTtenie komnaHuei Google, HO M NPOCMOTPETbL BCHO
N3BIMEYEHHYI0 UHPOPMaLNIO HENOCPEACTBEHHO B MporpaMme. BCTPOEHHBbIN MHCTPYMEHT Ans npocMoTpa
OaHHbIX aBTOMaTtuyeckn obpabaTtbiBaeT ABOMYHbIE hOpMaThbl M NPUBOOUT AaHHble K BuAy, YOobOHble ans

BOCNPUATHNA N aHanuaa.

®PyHKUMM BbICTPOrO Moucka M (UIbTPauUM MNOMOTYT HaWTWM HYXHble [daHHble WM OoTUNbTPOBaTb
MHpopMaumMo No 3agaHHOMY MpU3HaKy. BCTPOEHHbIM WMHCTPYMEHT [Anfsi NpPOCcMOTpa  M300pakeHui
oTobpaxaeT He TONbKO camu doTorpacmm, HO U comyTCTByKOLWME AaHHble u3 TeroB EXIF, Bknwovas

VIHCbOpMaLI,VIIO O KoopauHaTtax TOYKu, B KOTOpOVI ObInT caenaH CHUMOK.

KomnaHusi Google cobupaeT orpomHble MaccuBbl JAHHBIX O 3aperncTPUMPOBAHHbLIX MOMb30BaTENsIX CBOUX
CEPBUCOB. 3TO W CUHXPOHU3UPOBAHHLIE KOHTaKTbl CO BCEX MOOWIMBbHBIX YCTPOWCTB Monb3oBaTens, W
Kanenaapu, u 3ameTkn Google Keep, 1 UCTOpUS MOUCKOBbLIX 3anpoCOB CO BCEX CTALMOHAPHBLIX U MOBUIBbHbIX
YCTPOWCTB nonb3oBaTtens, u dotorpacdmm ns «obnaka» Google Photos, n coobuieHns Hangouts, n mHoroe,
MHoroe apyroe. [JocTyn K 3TUM AaHHbIM LUTaTHLIMW CPEACTBAMU BO3MOXEH, HO JOCTATOUHO TPYAOEMOK, Npu
9TOM MH(OPMaUUs U3BMNEKaEeTCst U3 pasHbIX MECT Y COXPaHSIETCSl B MHOTOUMCHEHHbIX dhopmatax. Elcomsoft

Cloud eXplorer ynpolyaeT npouecc n3BfneyYeHnst 4aHHbIX 1 aBTOMATU3MPYeT MX KOHBEPTaLMIO U MPOCMOTP.

Ona poctyna K vHdopmauuu notpebyetca BBeCTW AaHHble Y4€THOM 3anucu Google. MNMoaaepxunBaetcs

OByxdaKkTopHasa ayTeHTUdurKaLms.

Gonee nodpobHas uHgopmauyus o6 Elcomsoft Cloud eXplorer:

http://www.elcomsoft.ru/ecx.html
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Elcomsoft Wireless Security Auditor

Elcomsoft ~ Wireless Security Auditor nossonseT ceTeBbIM
afguHMUCTpaTopaM  MpPOBEpPUTb, HaCKOMbKO  3alluMlieHa  KopropaTuBHas
H6ecnpoBogHas ceTb. Mcnonb3ysa 3anaTeHTOBaHHYO TEXHOMOMMIO annapaTHoro
YCKOPEHUsI BOCCTaHOBMEHWS Naposnien npyu noMoLum brogxeTHbIx rpadpuyecknx
yckopuTenewn, Elcomsoft ~ Wireless  Security  Auditor  nossonser
npotectupoBaTtb naponu WPA/WPA2-PSK n Takum obpas3om onpenenuthb,

Hackornbko 6e3onacHa 6eCl'Ip0BOD,Ha$| ceTeBad cpepna.

Mporpamma no3sonseT:

° MepexBaTtbiBaTb handshake-nakeTbl B 6€CNpOBOAHON CETU C MOMOLLbIO BCTPOEHHOIO aHanu3artopa Tpaduka

° VMcnonb3oBaTthk Kak cTaHgapTHele agantepbl Wi-Fi, Tak n cneunanuanpoBaHHble agantepbl AirPCap

° Onpenenutb cTeneHb 6esonacHocTn naponen WPA/WPA2-PSK

° MMnTrpoBaTh BbICOKOMPOM3BOAUTENbHbIE aTaku, UCNONb3ys annapaTtHoe YyCKOPeHWe Ha OOHOW UIN HECKOIbKMX

Bugeokaptax NVIDIA nnn AMD

o 3ar|y0KaTb MOLLHblE aTaku No crnoBapto C HacTpanBaeMbiMU MyTalNAMU

AyauTt 6esonacHocTu 6ecnpoBOAHbIX ceTen

Elcomsoft Wireless Security Auditor npoeepsieT 6e3onacHocTb 6ecnpoBOAHON CeTW, MbITasiCb MPOHMKHYTb B Hee
CHapyxu unm usHytpu. Pabota Elcomsoft Wireless Security Auditor HMkak He oTpaxaeTcs Ha PYHKLMOHMPOBAHUU
6ecnpoBogHON CeTW, KOTOPYyt MpoBepsieT nporpaMmma. EWSA aHanuaupyeT nakeTbl CETEBbIX COOOLLEHUIA U MbITAeTcs
«B3romMaTb» naponu WPA/MWPA2-PSK.

Elcomsoft Wireless Security Auditor npov3sBoanT ayauT M BOCCTaHOBMEHME Maporiell B TeYeHUe 3aJaHHOro oTpeska
BpemeHu. Elcomsoft Wireless Security Auditor siBnsieTcst 0fHOM 13 caMbix ObICTPLIX 1 Hauboree MOLLHbIX NPporpaMM Mo
BoccTaHoBneHuto naponen B Wi-Fi cetax. Ecnn Elcomsoft Wireless Security Auditor He MoXxeT «B3noOMaTtb» HU OOUH
naponb B cetn Wi-Fi B TeyeHne pasyMHOro nmpomexyTka BpeMeHu, TO Bcs GecnpoBopHasi ceTb MOXET CHMTaTbCA
3alLUNLLEHHON.

AnnapaTHoe yckopeHue

YHUKanbHasi TEXHONOrmsi annapaTHOrO YCKOPEHWs BHeApeHa B MNporpaMMy Anfsi BOCCTaHOBIEHMSI napone B
6ecnpoBOAHbIX CETSIX, YTO MO3BOSIMIIO B COTHM pa3 yMEHbLUUTb BpeMsi BOCCTaHOBNeHus napornen WPA/WPA2-PSK.
MopopepxuBas 0o 4 rpagpudeckux yckoputenen NVIDIA (GeForce, Quadro, Tesla) unn AMD (Radeon HD cepui 5000,
6000 mn 7000). Elcomsoft Wireless Security Auditor no3asonsieT npyM MUHUMAanbHbIX BIIOXEHWUsIX CO34aBaTb CUCTEMBI, MO
Npoun3BOANTENBHOCTU CPaBHUMbIE C CYNEPKOMMNbIOTEPaMMU.

Tunbl aTtak

Elcomsoft Wireless Security Auditor npon3soguT ataku no crioBapto, YTobbl onpeaenuTb Naponu, COCTOSLLNE U3 CIOB U
(hbpas pasroBopHOro si3bika. MpumeHsas HacTpanmBaeMble NONb3oBaTeNeM MyTauummn crioB K3 crioBapsi, Elcomsoft Wireless
Security Auditor ocyllecTBnsieT COTHW BUOOU3MEHEHUA KaXKAOro CrioBa, YToObl 06ecneynTb HavbOrbLUYH LUMPOTY

oxBaTa pasfMyHbIX BapMaHTOB naposen.

bonee nodpobHas uHgpopmayusi 06 Elcomsoft Wireless Security Auditor:
http://www.elcomsoft.ru/ewsa.html
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@ ELCOMSOFT

Elcomsoft Forensic Disk Decryptor
Elcomsoft Forensic Disk Decryptor of6ecneunmBaeT MOMeEHTasnbHbIA AOCTYN K
COAEPXKMMOMY 3aLUMdPOBaHHBLIX OUCKOB, CO34aHHbIX KpUNTOKOHTeNHepamu BitLocker (To Go),
FileVault 2, PGP u TrueCrypt. [JOoCTynHbl peXuMMbl MOSHOW pacLuMdPOBKN U OnepaTuBHOro

Joctyna K uHgopmauun. Koy Ons  paclmpoBKM  COOEPXKUMOTO  KPUMTOKOHTENHEPOB

g
L
g
g
3
g

N3BIEKaKTCA U3 cnenka OrlepaTI/IBHOl‘;I namMAaTn KoMnboTEPA, METOAO0M aTaku 4eped nopTt Fire-

Wire nu6o aHanusom danna rmbepHauum. OGecneymsaeTcss LENOCTHOCTb M HEeN3MEHHOCTb

M3BMEYEHHbIX AAHHbIX.

Bo3moxHocTn npoaykrta

= PacwudpoBka MHPOpPMaUMM, 3alULWLEHHOMW Tpems caMbiMU PacnpOCTPaHEHHbIMMU
KPUNTOKOHTENHEpPaMU

= [loppepxka 3awmiéHHbIX TomoB BitLocker, File Vault 2, PGP n TrueCrypt

= [lopgaepxka nopTaTUBHbLIX HOCUTENEN U chrnew-kapT, 3awmLléHHbIx BitLocker To Go

= [lopaepxka Bcex pexumoB paboTbl PGP, Bknoyas pexum windpoBaHUs BCero ancka

= JlocTyn B pexumax peanbHOro BpeMeHW 1 MOHON pacLuMdpoBKn

=  UsBneyeHue knodeln pacwumdpoBKU OaHHLIX M3 ¢hannoB rmbepHauun, darna-obpasa onepaTMBHOM NamsaTh
KOMMbloTepa

=  KsBnekaeT Bce kMouM M3 gamna onepaTvBHOW NamMATM eQMHOBPEMEHHO, AaXe eCnu B CUCTEME NPUCYTCTBYIOT
bonee, YemM OAMH KPUNTOKOHTENHEP

= CHATMe obpasa onepaTtuBHOM NaMaTy NpU NOMOLLM BCTPOEHHOIO MHCTPYMeHTa (3anyck ¢ USB dnetukm)

= [apaHTus LenoCcTHOCTU U HEM3MEHHOCTU UCCneayeMbIX AaHHbIX

= BoccTaHOBMNEHWE U coXpaHeHne Knoden paclumdpoBKU AaHHbIX

= [logaepxka 32- n 64-paspsagHoix sepcun Windows

Elcomsoft Forensic Disk Decryptor — He3aMEHUMbI WHCTPYMEHT KpUNTOAHanuTMKa, MO3BOJSIOLIMA
CrNeACTBEHHbIM OpraHam, KOpnopaTuBHbIM OTAenam GesonacHocTM M cneuvanuctam no  MHOpPMaLUOHHOM
6e30nacHOCTV MONy4YuTb OnepaTuBHLIA AOCTYN K COOEPXKMMOMY TPEX CaMblX PaCMpOCTPaHEHHBIX KPUMNTOKOHTENHEPOB.
M3BneyeHne AaHHbIX M3 3aliMgpoBaHHbIX TOMOB OCYLLECTBMASETCS B PEXWME pearnbHOro BPEMEHW, a €QUHCTBEHHbLIM
(haKkTOpOM, OrpaHUYMBAIOLLMM CKOPOCTb paboTbl MpoaykTa, SIBNSIETCS OrpaHMYEHHasi CKOPOCTb YTEHWUSt AaHHbIX C
JXECTKOro Auncka.

B pexvme nonHon pacwumndpoBkm Elcomsoft Forensic Disk Decryptor co3gaért nonHyto KOnui BCeX AaHHbIX,
XpaHALWKMXca B 3awmndpoBaHHOM ToMe. ODTOT PexuM NoneseH CreacTBEHHbIM OpraHam Ans Co34aHus AoKas3aTernbHon
6a3bl. B onepatuBHOM pexumMe npoayktT obecneunmBaeT MOMEHTamNbHbIV BbIGOPOYHBIA AOCTYN K OAHHBIM, MOAKMYas
3almndpoBaHHble TOMa B BMAE HOBbIX AWCKOB M paclumndpoBbiBas cyMTbiBaeMble dannbl Ha nety. Pabota Elcomsoft
Forensic Disk Decryptor B onepaTMBHOM pexume Mano oTnunyaeTcs oT dyHKumoHmposaHus BitLocker, FileVault 2, PGP

n TrueCrypt.

Kntoun paclumdpoBky faHHbIX XpaHATCA B OMepaTVBHOM NamMsATU KOMMNbIOTEpa BCE BPeMS, NokKa NMOAKMIOYEHbI
3awwmdpoBaHHble Toma. NMpu nepesoae KoMNblOTEPa B peXnM rmbepHaumnm aTu Kodm coxpaHsaTes B danne. Elcomsoft
Forensic Disk Decryptor cnocobeH n3sneys Heobxoaumble AnS pacuMdpPOBKU SAHHbLIX KOUYN 13 hannos rubepHaummn n
CMenKkoB onepaTVBHOW NamsATW, CO3AaHHbIX MOBON KPUMUHANMCTUYECKON MPOrpamMmon, a Takke MOfyYeHHbIX MeTOA0M
atakm 4epe3 nopt FireWire. CHaTb cnenok namsaTtn paboTatrowero KoMnboTepa MOXHO C MOMOLLBI OAHOM M3

MHOIO4YUCIIEHHbIX MporpamMm.

Gonee nodpobHas uHgpopmayusi o6 Elcomsoft Forensic Disk Decryptor:
http://www.elcomsoft.ru/efdd.html
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PROACTIVE SOFTWARE

@ ELCOMSOFT

NMporpammbl onst obecnevyeHuns
0e30nacHOCTU CucTeMbl

Brnarogapa npogyktam 3nkomMCoT, CUCTEMHblE afMUHUCTPATOPbl M CrneuManucTel No  MHAOPMaLMOHHOW
6e30MacHOCTU UMEKT BO3MOXHOCTb MOBLICUTb CTEMEHb 3aLUMTbI B KOPMOPATUBHBLIX CETSX U BOCCTaHOBUTL Maponu kK
yyeTHbIM 3anucsam 1 JaHHble nonb3oBarternen B onepaumoHHbix cuctemax Windows 2000, Windows 7 (32 bit), Windows
7 (64 bit), Windows Server 2003/2008, Windows Vista (32 bit), Windows Vista (64 bit), Windows XP, Windows 8, Win-
dows 8.1

Proactive Password Auditor

Proactive  Password Auditor nomoraeTr agMuMHUCTpaTopaM  MPOBEPUTb
6e3onacHOCTb JOKarnbHbIX CeTeW, BbINOMHAA ayauT MOoMb30BaTeNbCKUX Maporen.
BbisBnaa HebGesonacHble naponu, Proactive Password Auditor nossonser
onpenenuTb, HaCKOMbKO yA3BMMa CETb K aTakam 310yMbILLUNEHHNKOB.

BoamoxHocTtu Proactive Password Auditor

= [IpoBepsieT, Hackonbko 6e3onacHbl Napony, 3almilaLwmne Nonb3oBaTeNbLCKNE
y4YeTHble 3anucu

= BoccTtaHaBnuBaeT naponu K nokanbHbIM U AD y4eTHbIM 3anucsam

= [Ipou3BoaMT Takue ataku, kak NosHeIin Nnepebop, ataka no cnoeapto nnn Rainbow-ataka

= [logaepxwmeaet Windows NT4/2000/XP/Vista/2003/2008 n Windows 8.

AyaunTt ceteBon 6e3onacHoCTuU

HocTaTtouHo ogHoro cnaboro napons, 4Tobbl BCA ceTb Oblna noaBepxeHa onacHocTu. Proactive Password Auditor
npoBepsieT 6e30MacHOCTb CETU, NbiTasicb B3nomMaTb ee. Ha AaHHbIN MOMEHT Takoi cnocob ayanTa siBNsieTCs cambiM
HaEXHbIN 1 3 pekTUBHLIM. Mporpamma NPoBOAMT psf aTak, NPU3BaHHbIX «B3NIOMaTb» Naporb nonb3oBaTtens. Proac-
tive Password Auditor no3BonsieT ocyLLeCcTBNATb ayAuT Naporien B TeYeHNM OrpaHUYeHHOro NpoMeXyTka BpeMeHn. Ecrin
yAanochb B3nomaTtb Maporib 3a KOPOTKOE BPEMS, TO BCA CETb Y€ He MOXET cyMTaTbcst 6e3onacHom.

BoccTtaHoBneHue naponen y4eTHbIX 3anucemn

AamuHncTpaTtopbl MOryT ucnonb3oBaTb Proactive Password Auditor n ans BoccTaHOBNEHWS Naporien K y4eTHbIM
3anucam Windows. Proactive Password Auditor aHanuanpyeT xelun nonb3oBaTeNbCKNX Napofien n BoCcCTaHaBnNueaeT
COOTBETCTBYIOLLME UM Naponu, Aenas BO3MOXHbIM MONTHOLEHHOE MCNOMb30BaHNe YYETHbIX 3anncen, BKnoyas JoCTyn K

dannam n nankam, saLlumileHHbIM ¢ nomoLlbio Encrypting File System.

BbicTpoe BoccTtaHoBneHue no 95% naponen

Proactive Password Auditor ncnonb3yeT HeCKONbKO MPOCTbIX METOAOB B3riOMa Maposier, BKItoYas MOMHbIN
nepebop, aTtaknm NO Macke K MO crioBapto, a Takke Rainbow-atakn. Camas addekTnBHasa ataka -- Rainbow-ataka,
MOCKOJSIbKY OHa MCMonb3yeT 3apaHee NoAroToBrneHHble Tabnuupbl xelwen. OTo no3sonseT HaxoauTb 00 95% napornen
32 HECKOJbKO MUHYT.

Gonee nodpobHas uHgopmauyus o Proactive Password Auditor:

http://www.elcomsoft.ru/ppa.html
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@ ELCOMSOFT

Elcomsoft Distributed Password Recovery
Elcomsoft Distributed Password Recovery - BbICOKONPOU3BOAUTENBHOE pPeLUeHne
[Nl BOCCTAHOBIIEHUS naponen ans nccrnenoBaTenbCKmx nabopaTopui,
rocy4apCTBEHHbIX areHCTB 1 Koprnopauui, ncnoneayrowmx 4o 10 Teicay 06benHEHHbIX
B CETb KOMMbIOTEPOB. MCNOMb3ys yHWKanNbHYO TEXHOMOIMIO YCKOPEHWUS U FNMHENHOe
macwTabupoBaHue, Elcomsoft Distributed Password Recovery nossonsieT 6biCTpo
BOCCT@HOBWUTb [aHHble U SIBNSETCS OOHMM M3 caMmbiX NepenoBblX NPOAYKTOB MO

BOCCTAHOBIIEHMIO Naposier JOCTYMHbIX Ha CErOAHALLHUN OEHb.

XapakTepucTuku U npeMmyLiecTBa

o [lopgepxka rpacuyeckux npoueccopoB NVIDIA n AMD nossonseT
BOCCTaHaBnuBaTthb A0 1 Munnuapga naponen B CekyHay

e [opaepxuBaeT Jo 32-x NPOLECCOPOB NN AAEP U A0 8-X rpadnyeckux kKapT Ha ogHOM paboyei CTaHLmu

e 50-kpaTHoe yckopeHue nepebopa Ha npoueccopax NVIDIA n AMD (nonyyeH naTeHT)

JInHenHoe MacwTabvpoBaHUE 1 NMHENHBIN POCT NPOU3BOAUTENBLHOCTY Npu ncnonb3oBaHun Ao 10000 pabounx

CTaHuum

CoeavHeHne ¢ cepBepoM MOXET ObITb YCTAHOBIIEHO KakK Mo JTOKanbHOM CeTH, Tak 1 Yyepes VIHTepHeT

YnpaeneHue cepsepom ¢ ntobon paboyern CTaHumm ¢ UCNoNb30BaHMEM KOHCOMN

"paduk pacnpegeneHns Harpysku

MuHMManbHbIA 06MEeH AaHHBIMU MO CETUM CBOAMT NOTEPW OT MacUTabnpoBaHWs K HYIO

MoppepxnBaembie hopmaTtbl PanyioB U NPUIOXKEHUA

=  Microsoft Office: Word, Excel, PowerPoint, Money, OneNote

=  OpenDocument (OpenOffice, StarOffice)

= PGP (gucku, nuyHble ceptudmkaTthbl, CamopacnakoBbIBaOLLMECS apXMBbl U T.4.)
= [laponu k kpunTokoHTeHepam TrueCrypt u BitLocker

= CeptudmkaTtel Personal Information Exchange (PKCS #12)

=  Adobe Acrobat PDF

= [laponu none3osatenen Windows NT/2000/XP/2003/Vista/7/2008 (LM/NTLM)
= [laponun SYSKEY, Domain Cached Credentials

= ®annel IBM Notes ID

= MDS5 hashes

= [Maponu none3oBaTtenen UNIX u Oracle

= [laponn WPA-PSK

Mactep-naponu TheBat!, Mozilla/Firefox/Thunderbird

YckopeHue pacwmncpoBKU npu nomolum rpacdmnyeckux kapt NVIDIA

VMcnonb3oBaHne rpadudecknx KapT MO3BONSEeT YCKOpUTb pacwmdpoBky 6Goree 4yem B 50
pas. Mogaepxusatotca Bugeokaptbl NVIDIA (GeForce, Quadro, Tesla) 1 AMD Radeon HD cepun 5000,
6000, 7000, a Tarke R7/9. B Elcomsoft Distributed Password Recovery ucrnonb3yloTcs YHUKarbHble
3anaTeHToBaHHble pa3paboTkm ElcomSoft B obnacty onTummsaumm nporpammMHOro Koga, Yto CyLeCTBEHHO
yckopsieT npouecc nepebopa naponen. Micnonb3oBaHue rpadunyeckmx agantepos No3BonsdeT AenernposaTb
OCHOBHYIO BbIMUCIIMTENBHYHO Harpysky Ha Mpou3BOAUTENbHLIE MOLLHOCTM BMOEOKAPT, MO3BOSsSS 40OUTLCA
npon3BoaANTENIbHOCTU, paHee LI,OCTyI'IHOIZ Nnb Ha cynepkoMnbioTepax.

Gonee nodpobras uHpopmayus o6 Elcomsoft Distributed Password Recovery:
http://www.elcomsoft.ru/edpr.html
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Elcomsoft System Recovery
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nepeycraHaenmeatb Windows. [lpocTo 3arpysute KkommbioTep ¢
roTOBOrO K WCMOJIb30BaHWIO AMCKa U pasbrokupyiTe Bally CUCTEMY

6yKBaﬂbH0 3a HECKOJIbKO MUHYT.

ELCt

Elcomsoft System Recovery no3sonsieT MrHoBEHHO cOpPOCHTL UMK

NMOMEHATb Naposin K y‘-léTHbIM 3anncdm, a Takxe BKIo4aeT paq atak, C

MOMOLLbIO KOTOPbIX MOTYT GbITh HAWAEHb! OPUTMHATIbHBIE MapOsu.
Elcomsoft ~ System  Recovery  pa3GnokupyeT  y4éTHble  3anucu

AOMUHMUCTpaTopa 1 ApyrMx nonb3oBartenen B cuctemax Windows NT, 2000, XP, 2003 Server, Vista n Windows 2008
Server.

XapakTepucTuKu U npenmyLLecTBa

e BoccraHoBneHne opyrnHanbHbIX Naponen (B HEKOTOPbIX cnyyasx), obecneyvBatoLlee AOCTYN K JaHHbIM,
3alWmMdppoBaHHbIM € Ucnonb3oBaHem EFS

e B03MOXHOCTb BbIrpy3Kku X3LLEeN naponewn (ans ganbHenLWero aHanmaa u BOCCTaHOBIEHWS) Kak U3 NIoKanbHOro
peecTpa, Tak u u3 Active Directory

e [logHATne npuBunerni (4o ypoBHsA AgMuHUcTpaTopa) Ans mobon y4ETHOM 3anmcu

e JlocTyn K y4ETHBLIM 3anncaM, y KOTOPbIX UCTEK CPOK AENCTBUS Napons unun nmetowmnx cratyc locked mnnu
disabled

o [lopaepxka cpannosbix cuctem FAT, FAT32 u NTFS

e lAcnonb3oBaHue npmebIYHOro rpaduyeckoro nHTepdenca Windows

o [lopaepxka nokanu3aoBaHHbIX Bepcun Windows; paboTta ¢ umeHamu nonb3oBaTenen n naponsMm Ha BCex
s3blkax; aBTOMaTUYeCcKoe onpeaeneHne Bcex yctaHoBneHHbIx konui Windows

e [lopgepxka LUMPOKOro cnekTpa annapaTtHoro obecnedeHus, Bknoyasa koHTponnepsl SATA, RAID un SCSI ot
npoussoautenen NVIDIA, VIA, SiS, Adaptec, Promise n LSI

FoToB K 3arpy3ke

Mporpamma cosgaHa Ha oOcHOBe nuueHauposaHHoW Yy Microsoft cuctembl Windows Preinstallation Environment
(Windows PE). Elcomsoft System Recovery nocTtaBnsieTcss B BMAE FOTOBOrO 3arpy304HOrO Aucka, KOTOPbIA MOXHO

ncnonb3oBaTtb HeMeaneHHo; npu Heo6XoAMMOCTN MOXHO Co3aaThb 3arpy30qu||71 USB-auck.

INerko ncnonb3oBaTtb

Cuctema Windows PE npepoctaBnsieT yao6HbIi U NpuBbIYHbIA MHTepdenc Windows. Hukakmx CKpUNTOB, HUKaKOW
KOMaHAHOW CTPOKM, HUKaKWX CROXHbIX HacTpoek. [pocTo 3arpysute komnbtotep ¢ CD wunu dnew-gucka Elcomsoft

System Recovery 1 pelmTe Bce Npo6rembl, CBA3aHHbIE C JOCTYNOM B CUCTEMY.

Gonee nodpobHas uHpopmayusi o6 Elcomsoft System Recovery:
http://www.elcomsoft.ru/esr.html
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Advanced EFS Data Recovery

Advanced EFS Data Recovery BoccTaHaBnuBaeT 3allMpoBaHHble
cbaiinbl 1 nanku u pabotaet co Bcemu Bepcusimu Windows 2000, XP, 2003,
Vista, windows 7 n Windows Server 2008. BoccTtaHoBneHne BO3MOXHO
Jaxe B criyyasix, Koraa cucteMa noBpexaeHa, He 3arpyKaeTcs unu korga
yTepsiHbl HEKOTOPbIE KMoYN LWNPOBaHUS.

Advanced EFS Data Recovery BoccTaHaBnuMBaeT CTaBlUue
HeJOoCTYMHbIMU BCreacTene oLMBOK aAMUHUCTPUPOBAHNS
3alndpoBaHHble AaHHble. [pumepbl Takmx OLWMOOK: yaaneHue y4YETHbIX
3anncen nornb3oBaTenen, OTCYyTCTBME areHToB BoccTaHoBneHusi (Data
Recovery Agents) wnuM w“X  HenpaBuIlbHOE  KOH(WIypupoBaHue,

HEKOPPEKTHbIN MepeHOC YYETHbIX 3anucert B Apyro [OMeH, a Takke

nepeHoc ANCKoB C 3aLIJI/Id)pOBaHHbIMI/I OaHHbIMU MeXy KOMNboTEepamMun.
MpuMepbl NnpuMeHeHUs

Advanced EFS Data Recovery sBNsieTCs MOLHOW YTUITMTOM BOCCTAHOBIEHWUS] AaHHbIX, MOMOrawLwen Mnonyyntb
[OCTyn K dpansiam B LLerIOM psfe CrOXHbIX CrlydYaeB.

= [lnck ¢ 3aimdpoBaHHbIMU JaHHBIMU BCTABIEH B APYrov KOMMbIOTEP

= YpaneHbl y4eTHble 3anvcu nnv npodunu nons3oBartenei

=  HekoppekTHbii (6e3 yuyeTa EFS) nepeHoC y4eTHON 3anucu B APYron JOMEH

=  CuCTeMHbI agMUHUCTpPaTop cOpOCUN Naporib YY4ETHON 3anuncu

= [loBpexaeHHbIV AucK unn dannoBas cuctema, onepaumoHHasi CucTeMa He 3arpyaeTcs

= [lpousBefeH anrpens KomMnboTePa UNN NepeycTaHoBneHa onepaunoHHas cuctema Windows

= CucTemHbIn pasgen oTopMaTUpoBaH, HO 3alinMgpoBaHHbIE AaHHbIE OCTanuCh Ha APYroM AUcKe

BoccTtaHoBneHue 3awmdpoBaHHbIX (hannos

Advanced EFS Data Recovery 6bIcTpo 1 addekTvBHO paclumdpoBbiBaeT AaHHbIe, 3allylleHHble cpedcTBamu EFS
(Encrypting File System). CkaHupys Auck cektop 3a cektopoMm, Advanced EFS Data Recovery oGHapyxuBaet
3awmndpoBaHHble annbl U OOCTYMHbIE KITOYX LWINPOBaHUA, nocne 4ero gewmndpyet HangeHHble dannbl. Mpsmon
JocTyn K davinoson cucteme nossonset Advanced EFS Data Recovery BoccTaHaBnmBaTth 3aluMdpoBaHHble alnbl B
CaMbIX CMOXHbIX CIyyYasX, Hanpumep, Korga HeT BO3MOXHOCTM BOWTWM B CUCTEMY, WM KOrAa HEKOTOpble KIlHoYu

LWMPpOBaHUA NOBPEXAEHbI UM HEAOCTYMHBbI.

BbicTpbIn goctyn

Mpu nomowm Advanced EFS Data Recovery B nogaBnsitoem GONbLUMHCTBE CryYaeB BO3MOXHO BOCCTaHOBIEHMWE
3awmdpoBaHHbix EFS gaHHbIX. B nporpamme B nornHow mepe ucnonb3yeTcs ya3BMMOCTb EFS, mpucyTtctBytowlas B
Windows 2000, 4TO MO3BOMSIET CYLLECTBEHHO YNPOCTUTL BOCCTAHOBMEHME dainoB. Ecnv n3BecTteH naponb y4yeTHOM
3anuMcu (MNU napornb, MCMOoMb3yemblid paHee, OO TOro kak OH Obin ydaneH CUCTEMHbIM afMUHWCTPATOPOB) UMK

AOMUHKUCTpaTopa, TO AOCTYN K 3alMdPOBaHHBIM hannam MOXHO NosyYnTb NPaKTUYECK MIHOBEHHO.

MpodeccroHanbHas Bepcusi AEFSDR obHapyxnBaeT MacTep- U NMYHbIE KIOYM B yAAneHHbIX annax, ckaHupyet
OWCK Ha YpPOBHE CEKTOPOB M MCMOMb3yeT LabnoHbl AN obHapyXeHUs KMoyen WndpoBaHus, YTO AaeT BO3MOXHOCTb

BOCCTAHOBUTb AidaHHblE B Criyyae nepedopmaTMpoBaHus AUCKOB UMy nepeycTaHoBku Windows.

Gonee nodpobHas uHgpopmauyus o Advanced EFS Data Recovery:
http://www.elcomsoft.ru/aefsdr.html
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Proactive System Password Recovery

Ecnun none3osatens mMoxeT asTopu3oBatbca B Windows, To Proactive System
Password Recovery MrHOBEHHO BOCCTAHOBMT MapOMnM MHOrMX TMNOB 6e3 NMpuMeHeHus
ANuTenbHbIX aTak, a Takke OTOOPasuT CKPbITYD CUCTEMHYIO WHEGOPMauMio, Takyto
Kak ngeHTudukatop npogykra unu CD Key.

MrHoBeHHOe BOCCTaHOBNEHue

= [laponu Ha Bxoa Windows 95/98/ME, Windows NT4/2000 (nonb3oBaTesb LOMKEH
ObITb aBTOPM30BaH B CUCTEME)

Maponu Ha aBTomaTtuyeckumin Bxog Windows 95/98/ME/NT4/2000/XP/2003
Maponu .NET Passport

Kntoun windposaHua n naponu ans 6ecnposogHbix ceten (WEP n WPA-PSK), xpaHumblie ¢ WZC
XpaHumble naponu nonb3osatenen Windows XP (MHOXeCTBEHHble MaHAaThl)

Maponu Ha 3KpaHHy 3acTaBKy

Maponu RAS, naponu goctyna k iHTepHeT-npoBanaepam (dial-up), nponu Ha coeamHexust VPN
Maponu n npaBa goctyna k pasgensembiM (shared) pecypcam

Maponu, ckpbITble NoA 3Be3404KaMu, XpaHuMble Ha aucke cbpoca naponen

Maponu k Remote Desktop Connections

BbICTpoe BOCCTaHOBIJ1€eHMe npn NOMOLUN aTakK

Maponu k y4éTHbIM 3anucam nonb3oaTtenen Windows NT/2000/XP/2003/Vista/2008
Maponu Ha aTane 3arpy3ku (SYSKEY)

Maponu, coxpaHéHHble B Domain Cached Credentials

Maponn WPA-PSK

Maponu k yganeHHoMy nomoLuHuky Windows

Maponu Windows 9x 13 cdpannos PWL

Proactive System Password Recovery He TONbkO BOCCTaHaBnMBaeT Maponv, HO Takke MO3BONSAET MPOBOAUTH
MaHUMynNsaUMmM ¢ NonNb3oBaTENbCKMMU HACTPOMKaMn 1 hannamm peectpa.

Gonee nodpobHo o Proactive System Password Recovery:
http://www.elcomsoft.ru/pspr.html

Elcomsoft Password Digger

Elcomsoft Password Digger — yaobHbIn MHCTPYMEHT ANs paclmngpoBKu
naponeu, U3BNeYEHHbIX N3 CUCTEMHbIX W MOMb30BaTENbCKUX 3aLMLLEHHBLIX
xpanunuw, keychain  onepauuoHHon cuctembl OS X, [lpogykT
pacwundposbiBaeT cogepxmmoe Mac OS keychain, nssnekaet naponu u
COMyTCTBYIOLLME AaHHbIE U COXpaHseT ux B Buge canna XML. Kpome Toro,
CMUCOK Maporien CoxpaHseTcs B BuAe NPOCTOro TekcTosBoro dhanna ans
MCNONb30BaHUS B KayecTBe CroBaps, MO3BOMSIOWEro CyLeCTBEHHO
yCcKopuTb nepebop naponer COOTBETCTBYOLLUMMU MHCTPYMEHTaMM.

Elcomsoft Password Digger nossonsetr asTomMaTu3vpoBaTb MnpoLecc

pacwndpoBKM U aHanmsa 3anucer u3 3awuMEéHHoro xpaHunuwa keychain, nonyyeHHbIX B
pesyrnbTaTe aHanmMsa koMmnbloTepa nod ynpasneHnem OS X. B oTnuyune ot BcTpoeHHoro B OS X
nHcTpymeHTa Keychain Access, Elcomsoft Password Digger He TpebyeT BBOga naponsa Ans
OO0CTyNa K KaXK[aown 3arnucu.

Bonee nodpobHas uHgpopmayusi 06 Elcomsoft Password Digger:
http://www.elcomsoft.ru/epd.html
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NMPOrPAMMbI A1 BOCCTAHOBJEHUA NAPOJIEW

Hawwn npoayKTbl MO BOCCTAHOBNEHMIO Naponen nogaepxmaatoT 6onee 200 LWMPOKOMCMNONb3yeMbIX
dopmaTtoB dannos, Takux kak Microsoft Office, VBA, Microsoft Backup, Mail, Schedule+ u Internet
Explorer, a Takke nporpamMmmMbl 4Nsa cxaTtust AaHHbIX, KOMAOHEHThI Lotus SmartSuite, Adobe Acrobat
n MHOTWe apyrue.

Advanced Archive Password Recovery

Advanced Archive Password Recovery BoccTaHaBnvBaeT [AOCTyn K 3awmnpoBaHHbIM
apxuBaMm, CHMMasi MaponbHyl 3almMTy nubo BOCCTaHaBMMBasi OpUrMHarbHble MNaponu.
MoppepxuBatotcs apxuebl ZIP 1 RAR, co3gaHHble C MCMONb30oBaHWEM JObIX NporpamMm-

apxvMBaToOpoOB, a Takke camopacnakoBbiBatoLmecs apxmsbl opmate EXE, co3gaHHble PKZip,
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WinZip, RAR n WIinRAR. B HekoTopbix cny4asx (B 4acTHOCTW, MPU UCMNOfb30BaHUN
apxuBatopoB WinZip Bepcuin 8.0 u 6Gonee paHHWX) rapaHTUpPyeTCs CHATUE 3aluTbl B
TeyeHumne yaca.

Advanced Archive Password Recovery noaaepxuBaeT pasnuyHble TWMbl LUMGPOBaHUA ©

KOMMPEeCccHm, UCMosb3yeT BCe Hal[eHHble YS3BUMOCTU [N YCKOPEHWSI pacluMpOBKU U

obecneuynBaet BblCO‘-IaVILuyiO npon3BOANTENIbHOCTb 6narop,ap;| HI/13K0ypOBHeBOl7I onTuMmunsauuun.

Bonee nodpobHo 06 Advanced Archive Password Recovery:
http://www.elcomsoft.ru/archpr.html

Advanced Office Password Recovery

Advanced Office Password Recovery no3sonsieT BoccTaHaBnuBaTb naponu nmbo obxoauTtb

RECOVERY

E
£

naponbHyio 3almTy hannoB 1 JOKYMEHTOB, CO34aHHbIX B MpoAdykTax cemencrtea Microsoft
Office Bcex Bepcuii. B gaHHbIN MOMEHT noadepxuBatotca Bepcum ¢ 2.0 no 2016
BKIOUMTENbLHO. [NporpaMmma nogaepxvBaeT AOKYMEHTbI, co3aaHHble Microsoft Word, Excel,
Access, Outlook, Project, Money, PowerPoint, Visio, Publisher, OneNote, Backup, Sched-
ule+, a Takke Microsoft Mail. Kpome nepeuncneHHoro, nporpamma mno3BofiseT MosyyYnTb

[OCTYynN K UCXO4HbIM TekcTaM VBA MakpocoB, 3alUMLLEHHbIX MaporieM, 1 C6pOCVITI: naposib K

Content Advisor B Internet Explorer.
MrHoBeHHOe BOCCTaHOBJeHNe AocCTyna K 3allMleHHbIM JOKYMEeHTaM

[aneko He Bce naponu sBngatTcsa ctonkumu. Advanced Office Password Recovery nossonsieT MeHO8eHHO BOCCTaHOBUTb
OOCTYN K pasnuyHbiM TUNaM 3alluLeHHbIX JOKYMEHTOB, BKoYas AOKyMeHThbl, co3gaHHble B Word n Excel 97 1 2000.
Bonee nosgHue Bepcum Word n Excel coxpaHsT AOKYMEHTbl U Tabnuubl B pexume COBMECTUMOCTU C pPaHHUMMU
BEPCUSIMU, YTO NO3BOSSAET NOMYYUTb MTHOBEHHBIN JOCTYN K 3TUM dhannam.

[nsa BocctaHoBneHus naponen k Office 2007/2013/2016, rae vcnonb3yeTcsi 3Ha4UMTENbHO Gonee cTolkoe WndpoBaHue,
nporpaMmMa MpUMEHSsIET 3anaTeHTOBAHHYK TEXHOMOMMI YCKOpeHus npu nomowm rpadudecknx kapt NVIDIA u AMD.

Bo3MoxHO ogHOBpeMeHHoe ucnonb3oBaHne 32 aaep LeHTparibHbIX MPOLEeCcCcopoB U A0 8 rpadouyeckmx NpoLeccopoB.

Bonee nodpobHo 06 Advanced Office Password Recovery:
http://www.elcomsoft.ru/aopr.html



http://www.elcomsoft.ru/archpr.html
http://www.elcomsoft.ru/aopr.html

Advanced Office Password Breaker

pexvMme COBMECTUMOCTM.
MapaHTMpoBaHHOE BpeMsi paclungpoBKu

NPOMEXYTOK BPpEMEHU, KOTOPbIV 3aBUCUT fWLLUb OT MOLLHOCTM NpoLieccopa 1 KonmdecTtsa saep.

Mpouecc noucka kn4a 3aHMMaeT OKOMo S5 AHelW C UCMonb3oBaHWEM OObIYHOrO OAHOSAEPHOro mnpoLeccopa.
CoBpemeHHble npoLeccopbl cepuin Core 2 Duo 1 Core 2 Quad no3BonsatT YyCKOpUTL Nepebop Krya NponopLUmMoHanbHO
KonuyectBy sagep. [Mpu wucnonb3oBaHMM 3apaHee NoAroToBMeHHbIX Tabnuy (ThunderTables® wmeetcs naTeHT),

nocTaBnsemMbix ¢ Enterprise-Bepcueit npoaykTa, paclumgpoBka Npon3BoaUTCA NPaKTUYECKN MIHOBEHHO.

Gonee nodpobHo 06 Advanced Office Password Breaker:
http://www.elcomsoft.ru/aopb.html

OrfPaHUYEHUs1 Ha pefakTMpoBaHWe, MNeyaTb U KOMUPOBaHWE.
lMporpamma MOMEHTanbHO OTKPbIBAET 3alUULLEHHbIE Maponem
nokymeHTbl PDF. YHukanoHasa TexHonorma Thunder Tables®
rapaHTMpyeT BOCCTaHOBMEHME kntoye anuHon 40 ©OuT B
TeyeHve ogHoM MuHyTbl! ONTUMU3MPOBAHHBIA MOL HOBbIE

npoueccopbl Koa obecneumBaeT 6bICTp06 BOCCTaHOBJIIEHNE

Advanced PDF Password Recovery

Pacwudgppynte dannel PDF 1 NOMHOCTbIO CHUMUTE BCe

CaMbIX CIOXHbIX Naponen.

XapakTepucTUKM M npeuMmyluecTBa

Mopaepxka Bcex Bepcui Adobe Acrobat, Bkntoyas Acrobat X

Mopoepxka rpaduyeckmx yckoputenen

Mopoepkka BceX CTOPOHHUX MPUMOXKEHUI, CoOXpaHaoLWwmx dannsl B dopmate PDF

MrHoBeHHOE CHATUE 3aLnThbl OT KONMPOBaHWS, peakTpoBaHWs 1 pacneyvaTku

CHATMe naponen none3osartens v Bnagensua (naponu “owner” u “user”)

CHsTMe NaponbHON 3alunTbl HA OTKPbITUE AOKYMEHTa

Mopopepxka 40- n 128-6utHoro wudpoBaHust RC4, a Takke 128-6utHoro n 256-6utHoro wndgposaHma AES
TexHonorusa Thunder Tables® ans 6eictporo cHATUS 40-6UTHOW 3aLLNTbI

Moppepxkka aTaku No croBapio 1 nNpsimoro nepebopa naporner ¢ UCNonb3oBaHeM LWabrnoHOB 1 Macok
MpoAyKT JOCTYNEH B TPEX pasnuyHbIX peaakLmnsx

BosmoxHoCTb yaaneHus koga JScript, anemeHToB hopM 1 umndpoBbIX Noanuncen

OnTMmmu3aums Koga nog CoBpEMEHHbIE NPOLLECCOPbI MO3BONSET AOCTUYb MaKCMMarbHOW B JAHHOM Kracce
NpOAYKTOB CKOPOCTU nepebopa naponen

bonee nodpobHas uHgopmayusi 06 Advanced PDF Password Recovery:
http://www.elcomsoft.ru/apdfpr.html
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Advanced Office Password Breaker nosBonsieT rapaHTUpoOBaHHO
CHUMaTb 3awuty ¢ gokymeHtoB Word un Excel 97 u 2000, a Takke
hannos, co3gaHHblX B 6onee Mno3gHMX BEPCUSIX M COXPAHEHHbIX B

B oTtnuume oT koHkypupylowmux npogyktoB Advanced Office Password Breaker He
ucnonb3yeT NpsIMoN nepebop napornen, KOTopbI MOXeT AnNuMTbcs rogamu. brnarogaps
cnabon 3awmTe OT Microsoft, MOXHO C FErkocTbl0 HaWTU KoY  LIMGPOBaHUA
OOKYMeHTa M nonyuntb K Hemy pgoctyn. [lepebop 40-6uTHbIX Krtoyerd MoxeT OblTb Mpou3BedeH 3a M3BECTHbIN


http://www.elcomsoft.ru/aopb.html
http://www.elcomsoft.ru/apdfpr.html

Tenepb 3abbiTble UMW yTEPSIHHbIE MAPONM MOMb30BaTENS UMW aAMUHUHCTpaTopa 6a3 AaHHbIX
Microsoft SQL Server MOXHO nerko BocCTaHOBUTb unu cbpocutb. Advanced SQL Password
Recovery nogaepxvBaet Bce Bepcum Microsoft SQL Server n Microsoft SQL Server Express

Edition, BnnoTb Ao nocnegHer sepcun 2008.

HeT HeobxogmmocTn ycTtaHaBnmBaTb Microsoft SQL Server, 4toObl BOCCTaHOBWTL Maposib!
MOXHO BOCCTaAHOBWUTbL YTEPSIHHbIA Maposfb C Mboro nepcoHanbHoro komnbtotepa. Bcé, uto
HY)XKHO 4TOObI 3aMeHUTb Maponb Monb3oBaTens UM agMuHucTpatopa 6a3bl AaHHbIX - 3TO
Advanced SQL Password Recovery n ¢ann master.mdf. Advanced SQL Password Recovery
nogaepxuvBaet Microsoft SQL Server n Microsoft SQL Server Express 2000/2005/2008.

Advanced SQL Password Recovery MoxeT COpOCUTb UM 3aMEHUTb Naporu 6o AnWHBI U CIIOXHOCTU, COCTaBIEHHbIE
n3 OykB nwboro andasuta n ¢ ucnonb3oBaHnem nobor koamposku. Advanced SQL Password Recovery obxogutcsa
6e3 yTOMUTENbHBIX aTak WU CrOXHbIX HAcTPoek ANns OMbITHbIX Morfb3oBaTtenier. [JocTaToyHO NPOCTO 3anycTUTb

Advanced SQL Password Recovery, 4tobbl cOpocuTb nobble naponu anga nobon 6asbl gaHHbIX SQL Server!

Gonee nodpobHo 06 Advanced SQL Password Recovery:

http://www.elcomsoft.ru/asqlpr.html

Elcomsoft Internet Password Breaker

Elcomsoft Internet Password Breaker BocCTaHaBnmMBaeT Naponm K cantam, y4eTHbIM 3anmncsam
N MNOYTOBbIM SiLLMKaM, OaHHble ¢opM M cTpok AutoComplete, coxpaHeHHble B psife
LUMpOKOMCMONb3yeMbix NpurnoxeHui. MNogaepxmeatotcs Bce Bepcun Internet Explorer oo IE10
BkMounTenbHo, Outlook Express, Microsoft Outlook, Windows Mail u1 Windows Mail Live.
HoBasi Bepcusi nporpamMmel cnocobHa BOoCCTaHaBMNMBaTh Naposiv, AaHHbIE YYETHbIX 3anucen u
CTPOK aBTOOOMOSHEHNS B MONynsipHbIX BeO-6paysepax Mozilla Firefox, Apple Safari, Google
Chrome u Opera.

BoamoxHoctu Elcomsoft Internet Password Breaker

MrHoBeHHOE BOCCTAHOBEHNE MapOsien Anst MHOXECTBA NPUIOXKEHWUN

Mopaepxka Bcex Bepcuii Microsoft Internet Explorer go IE10 BkntounTenbHO

Monpepxka Bcex Bepcu Microsoft Outlook n Outlook Express

Mopaepxka Windows Mail n Windows Live Mail

BoccTaHoBneHne naponen ons yydeTtHelx 3anucerr POP3, IMAP, SMTP n NNTP, coxpaHeHHbIX B ntobom 13
noaaepkMBaemblx NPUIOXKEHUN

PacnosHaBaHue n 06xof yny4lleHHown mogenn 6esonacHoctu B Internet Explorer 7+

O6HapyxeHue aaHHbix Microsoft Passport B Windows Live Mail

OGHapyxeHune naponen Microsoft Outlook PST

BoccTaHoBneHne nNorMHoB 1 napornein k MHoXecTBy VIHTepHeT-pecypcoB

bosnee nodpobHo 06 Elcomsoft Internet Password Breaker:
http://www.elcomsoft.ru/einpb.html
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ELCOMSOFT

PROACTIVE SOFTWARE

Advanced WordPerfect Office Password Recovery

Bbl MOXeTe GbICTPO, B aBTOMaTU4ECKOM pexnme CHsATb 3alimTy ¢ gokymeHToB Corel Office npu nomolin
Advanced WordPerfect Office Password Recovery! Advanced WordPerfect Office Password Recovery

Nerko BOCCTaHaBMMBAET Maponu K AokymeHTaMm, co3gaHHbiM B Corel Office WordPerfect, Quattro Pro u

Paradox. lNpn aToM He wucnonbaylTcA AnuTernbHble aTaku. CroXHble HACTPOMKM ANs MPOABUHYTbIX
nonb3oBarernen takke HU K Yemy. lNpocto 3anyctute Advanced WordPerfect Office Password Recovery n HaxmuTe
KHOMKY “Open” 4ToObl NONY4YNTb NCKOMBIN Mapofb B MIHOBEHME okal

Advanced WordPerfect Office Password Recovery BoccTtaHaBnuBaeT JOKYMEHTbI, CO34aHHble B ntobon Bepcun nobon
nporpammbl U3 naketa Corel WordPerfect Office, n nogaepxunBaeTt Bce pexumbl 3awmTbl. [lporpamma pacnosHaeT u
BoccTaHaBnueaeT naponu k WordPerfect (*.wp, *.wpd), QuattroPro (*.qpw, *.wb?, *.wq?) n Paradox (*.db), a Takke

naponu k y4eTHbIM 3anucam Corel WordPerfect Lightning.

bonee nodpobHas uHghopmayusi o6 Advanced WordPerfect Office Password Recovery:
http://www.elcomsoft.ru/awopr.html

Advanced Lotus Password Recovery
Advanced Lotus Password Recovery MNOMHOCTbIO BOCCTaHaBfMBaeT Naponv Ansg BCeX AOKYMEHTOB,
CO3aHHbIX B Mporpammax 13 naketa Lotus SmartSuite.

Advanced Lotus Password Recovery BocCTaHaBnvBaeT naponu K AokymeHTam IBM/Lotus SmartSuite

nobon Bepcun. MNopaepxmBaeTtcs paboTta He TONMbKO C AokymeHTamu Lotus Organizer, Lotus WordPro,
Lotus 1-2-3, Lotus Approach mnnu Freelance Graphics, HO 1 BOCCTaHOBMEHME Y4YeTHbIX 3anucer Kk FTP- n npokcu-

COeaUHEHNsIM, YCTaHOBIEHHBIM B MporpaMmax U KomrnoHeHTax Lotus SmartSuite.

bonee nodpobHas uHgopmayusi o6 Advanced Lotus Password Recovery:
http://www.elcomsoft.ru/alpr.html

Advanced Intuit Password Recovery

[MonHOCTLI0 BOCCTAHOBUTE UMK yAanuTe naponu, 3alumwarowme gannsl, co3gaHHble B nporpammax Intuit
Quicken, Quicken Lawyer unu QuickBooks, B TOM 4ucre C WUCMNOMb30BaHUEM JIOKaNM30BaHHbLIX U

MHOTOA3bIYHbIX Bepcvu7|.

I'Io.q.qep)l(u BaeMble nporpaMmmmbl:

° Quicken Bepcuii ¢ 4 no 2008 BKMOUYNTENBHO
. QuickBooks Bepcuii ¢ 3 no 2008 BKNHOYMTENBHO
° BonblWMHCTBO NokanunaoBaHHbIX Bepcuii Quicken 1 QuickBooks

O6patute BHMMaHue: ons gokymeHToB Quicken (Bepcum ¢ 2002 no 2008 ekntounTtensHo) n QuickBooks (Bepcumn ¢ 2003 no 2008

BKJ'IIO‘-IVITeJ'IbHO), KOPOTKME Naposin BOCCTaHaBNMBAKTCA, a ANMMHHbIE U CITOXHbIe Naposyii MTHOBEHHO C6paCbIBaIOTCﬂ.
MoanepxuBaemble chopmathl hainnon

= Intuit Quicken (*.QDT, *.QDB, *.QDF)
= Quicken Lawyer (*.PFL, *.BFL)
= QuickBooks (.QBA, .QBW)

bonee nodpobHas uHgpopmayusi o6 Advanced Intuit Password Recovery:
http://www.elcomsoft.ru/ainpr.html
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Advanced Sage Password Recovery

JlokanbHO MM yganeHHo BOCCTAHOBMTE MO0 3aMeHnTe naponu, 3awmuatowme dgannsl BLB, MUD
unn ADF/PAD, cosgaHHble npu nomowwm npunoxeHus ACT! (Symantec, Best Software, Sage).
Advanced Sage Password Recovery nogaepxusaeTt Bce Bepcumn nporpammbl ACT!, Bknitovas ACT!
2010. Mporpamma No3BonsgeT NpocMaTpuBaTh CAMCOK Naposen nonb3osaTtens u AogMMHUcTpaTopa K

nakeTty Gyxrantepckux nporpamm Sage PeachTree.

bonee nobpobHo 06 Advanced Sage Password Recovery:
http://www.elcomsoft.ru/asapr.html

Advanced Mailbox Password Recovery
BoccTraHoBneHue naponeun K y4eTHbIM 3annCAM 3NEeKTPOHHOW NOYTbI

Advanced Mailbox Password Recovery nofnHOCTbO BOCCTAHABIIMBAET COXPAHEHHbIE HA KOMMblOTEpe
nosnb3oBaTeNs NOrMHbI U Maposn K SNIEKTPOHHON NoYTe 1 NpounsM Havbornee NonynsapHbIX NOYTOBbIX
nporpamm. C NOMOLLIbI0O BCTPOEHHOro amynsatopa cepsepa POP3 n IMAP, Advanced Mailbox Password
Recovery MoXeT BOCCTaHOBUTb Naposib K YYETHOW 3anncy 3NEKTPOHHON MOYThI U MOYTOBOMY CEpPBEpY,

“Cronb3yeMomMy B abContoTHO oGO NOYTOBO NporpaMme.
I'Io.q.qep)KMBaeMble no4yToBble NporpamMmmbl

= Microsoft Internet Mail n News, Outlook Express

= Eudora, TheBat! n TheBat! Voyager

= Netscape Navigator/Communicator Malil

=  Pegasus mail, Calypso mail, FoxMail, Phoenix Mail
= IncrediMail n @nyMail

= QuickMail Pro n MailThem

= Opera mail u Kaufman Mail Warrior

= Becky! u Internet Mail

bonee nodpobHas uHgopmayusi o6 Advanced Mailbox Password Recovery:
http://www.elcomsoft.ru/ambpr.html

Advanced Instant Messengers Password Recovery

Advanced Instant Messengers Password Recovery nonHOCTbl0 BOCCTaHaBNMBAaET MOrMH U Naporb
K YYETHbIM 3anMcsM B PasnMyHbIX KOMMYHMKaTopax (nporpaMmax MrHOBEHHOro obmeHa
coobuweHnamm). B HacToawmin MoMeHT nogaepxvBaetcsi 6onee 70 pasnuuHbix nporpaMmm. Takum

obpasom, Advanced Instant Messengers Password Recovery sBnsietcd camblM YHMBEpPCarbHbIM

NPOLYKTOM B CBOEM Kracce. Ecnun Ha KoMnbloTepe YCTaHOBIEHO HECKOSbKO MpOorpaMm-MeCcCeHIXepoB,
To Advanced Instant Messengers Password Recovery BOCCTaHOBUT Naponu K 3anucsM, Co3daHHbIM BO BCeX

nporpammMax.

MoppepxxnBaemMbie NporpamMmbl OOMeHa coobLeHuaMm

MopaeoxmBaeTtca 6onee 70 pasnuyHbiX Nporpamm obmeHa coobuiennsimm, Bknovasa AlM, ICQ, Windows Live! 1 MSN

Messengers, Yahoo!, Miranda, Trillian, u MmHorue gpyrue.

Gonee nodpobHas uHgopmayusi o6 Advanced Instant Messengers Password Recovery:
http://www.elcomsoft.ru/aimpr.html
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